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About this manual
This manual will guide you through simple installation and set up procedures.

Introduction – The Tempus Cntp, how it works, where to use it, its main features.
Basic Installation – How to connect, configure and test your Tempus Cntp with your network.
Client Set-Up – Two sections; one for Unix-like platforms and one for Windows NT/2000.

If  you detect any inaccuracies or omissions, please inform us.  EndRun Technologies cannot be held responsible 
for any technical or typographical errors and reserves the right to make changes to the product and manuals 
without prior notice.
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Warranty
This product, manufactured by EndRun Technologies, is warranted against defects in material and workmanship 
for a period of  two years from date of  shipment, under normal use and service.  During the warranty period, 
EndRun Technologies will repair or replace products which prove to be defective.

For warranty service or repair, this product must be returned to EndRun Technologies.  Buyer shall prepay 



Warranty Repair  

If  you believe your equipment is in need of  repair, call EndRun Technologies and ask for a customer service 
agent.  It is important to contact us first as many problems may be resolved with a phone call.  Please have 
the serial number of  the unit and the nature of  the problem available before you call.  If  it is determined that 
your equipment will require service, we will issue an RMA number.  You will be asked for contact information, 
including your name, address, phone number and e-mail address.

Ship the unit prepaid in the original container or a container of  sufficient strength and protection  to EndRun 
Technologies.  EndRun will not be responsible for damage incurred during shipping to us.  Be sure the RMA 
number is clearly identified on the shipping container.  Our policy is to fix or repair the unit within 5 business 
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The Tempus Cntp is a precision server of  Universal Coordinated Time (UTC) that 
can be connected via a 10/100Base-T ethernet port to any TCP/IP network.  
In its most basic operation, it sends Network Time Protocol (NTP)/Simple 

Network Time Protocol (SNTP) reply packets in response to NTP/SNTP request 
packets which it has received from clients.  The timestamps it sends in its NTP/SNTP 
reply packets are accurate to less than one-hundred microseconds.  NTP/SNTP client 

http://www.endruntechnologies.com




Where to Use It
First, the Tempus Cntp must be deployed in a cellular IS-95 
CDMA coverage area.  Cellular is a commonly used term implying 
that the frequency band for the base station carrier transmissions 

is 824-895 MHz.  This is in contrast to PCS, which implies operation in the 1850-1990 
MHz frequency band.  The Tempus Cntp uses the cellular frequency band because it 
provides much better propagation characteristics in regards to building penetration and 
maximum receivable range from the transmitter.  In general, if  your cellular CDMA 
telephone works where you plan to install the Tempus Cntp, then your Tempus Cntp 
will work properly there.

Because the Tempus Cntp has been designed to operate in con-
junction with existing public domain NTP/SNTP client software 
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This chapter will guide you through the most basic checkout and physical instal-
lation of  your Tempus Cntp.  Subsequent chapters and appendices will give you 
the information needed to configure your installation for the maximum perfor-

mance in your operating environment.  General NTP client setup instructions will also 
be supplied to get you started using your Tempus Cntp quickly.

Basic familiarity with TCP/IP networking protocols like SLQJ��WHOQHW and 



Tempus Cntp Physical Description
Front Panel

Sync Status LED This green LED flashes to indicate synchronization 
status..

Network LED This amber LED illuminates when the Tempus Cntp 
is connected to the network and flashes when receiving 
or transmitting packets.

Alarm Status LED This red LED illuminates briefly at power-up, and 
thereafter whenever a serious fault condition exists.

Rear Panel
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pair cable from the network.

AC Power Input Jack This IEC 320 standard three-prong connector pro-
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2. Then it will continuously light the green Sync Status LED.

3. 
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/,/2
/RZ�PHPRU\�������.E
ERRW�

These three lines are the Linux Loader (LILO) boot prompt.  This prompt will timeout 
after 5 seconds and the Linux kernel and the factory default Tempus Cntp root file sys-
tem will be loaded.  When the Linux kernel is loaded from the FLASH disk into RAM 
a long list of  kernel-generated, informational messages is displayed as the kernel begins 
execution and the various device drivers are initialized:  

/RDGLQJ�7HPSXV&QWSB�����������������������������������������������
/LQX[�YHUVLRQ��������'2&��URRW#HQGUXQ����JFF�YHUVLRQ�HJFV������������������/LQX[�
�HJFV�������UHOHDVH�������)UL�-XQ�������������3'7�����
&DOLEUDWLQJ�GHOD\�ORRS����������%RJR0,36
0HPRU\�������N������N�DYDLODEOH�����N�NHUQHO�FRGH�����N�UHVHUYHG�����N�GDWD����N�
LQLW�
&KHFNLQJ�LI�WKLV�SURFHVVRU�KRQRXUV�WKH�:3�ELW�HYHQ�LQ�VXSHUYLVRU�PRGH����2N�
&38��&\UL[�&[���';�
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�GHY�PV\V�ÀD��R�ÀD�Q��ERRW�W\SH�H[W�ÀD����UZ�
�ÀD��ÀD��ÀD�
�GHY�PV\V�ÀD��RQ��ORJV�W\SH�H[W���UZ�
�SURF�RQ��SURF�W\SH�SURF��UZ�
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Verify Network Conþguration
If  you have made changes to your network configuration using QHWFRQ¿J, you should 
shutdown the Tempus Cntp and re-boot it.  There are two ways to do this:

1. Cycle power to the Tempus Cntp.

2. Issue the shutdown with re-boot command at the shell prompt:

7HPSXV�&QWS�!�VKXWGRZQ�±U�QRZ

If  you are using the RS-232 serial I/O port to communicate with the Tempus Cntp, 
you will be able to see the kernel generated boot messages when the unit re-boots.  You 
should note the line

&RQ¿JXULQJ�HWK��DV�����������������

if  you have set up a static IP address, or this line

$WWHPSWLQJ�WR�FRQ¿JXUH�HWK��E\�FRQWDFWLQJ�D�'+&3�VHUYHU���

if  you are using DHCP.  It appears near the end of  the kernel generated boot mes-
sages.  

If  you are using DHCP and are not using the RS-232 serial I/O port, you will have to 
check the DHCP configuration information maintained by your DHCP server to de-
termine the expected IP address and log in to the Tempus Cntp using WHOQHW or VVK 
to verify successful DHCP configuration.  Refer to the subs`P m핶su 蜀  
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MD5 authentication keys from this display.  However, to configure new keys you will 
need to run QWSFRQ¿J.
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WKH�QWS�NH\V�¿OH"��>\@HV��>Q@R��\

<RX�ZLOO�EH�SURPSWHG�IRU�NH\�QXPEHUV��������������WKDW�\RX�ZDQW�173�WR
³WUXVW´���7KH�NH\�QXPEHUV�\RX�HQWHU�PXVW�H[LVW�LQ�\RXU�QWS�NH\V�¿OH���,I�\RX
GR�QRW�ZDQW�WR�XVH�VRPH�RI�WKH�NH\V�LQ�\RXU�QWS�NH\V�¿OH��GR�QRW�HQWHU�WKHP
KHUH���173�ZLOO�WUHDW�WKRVH�NH\V�DV�³XQWUXVWHG´�

&OLHQWV�WKDW�XVH�DQ\�RI�WKH�³WUXVWHG´�NH\V�LQ�WKHLU�173�SROOLQJ�SDFNHWV�ZLOO
UHFHLYH�DXWKHQWLFDWHG�UHSOLHV�IURP�WKH�7HPSXV�&QWS���:KHQ�\RX�KDYH�HQWHUHG
DOO�RI�WKH�³WUXVWHG�NH\V´�WKDW�\RX�QHHG��HQWHU�]HUR�DW�WKH�QH[W�SURPSW�IRU�D
NH\�QXPEHU�

(QWHU�D�WUXVWHG�NH\�QXPEHU�����������RU���WR�TXLW���

(QWHU�D�WUXVWHG�NH\�QXPEHU�����������RU���WR�TXLW���

(QWHU�D�WUXVWHG�NH\�QXPEHU�����������RU���WR�TXLW���

���173�%URDGFDVW�0XOWLFDVW�&RQ¿JXUDWLRQ

:RXOG�\RX�OLNH�WR�HQDEOH�EURDGFDVW�PXOWLFDVW�VHUYHU�RSHUDWLRQ"��>\@HV��>Q@R��\

6HW�WKH�QHWZRUN�EURDGFDVW�PXOWLFDVW�DGGUHVV�IRU�WKH�7HPSXV�&QWS�WR�XVH���)RU
EURDGFDVW�PRGH��WKLV�DGGUHVV�LV�WKH�DOO��¶V�DGGUHVV�RQ�WKH�VXE�QHW�
([DPSOH�����������������
)RU�PXOWLFDVW�RSHUDWLRQ��LW�LV�WKLV�VSHFL¿F�DGGUHVV������������

(QWHU�,3�DGGUHVV�IRU�173�EURDGFDVW�PXOWLFDVW�RSHUDWLRQ��DDD�EEE�FFF�GGG������������

<RX�KDYH�VHOHFWHG�PXOWLFDVW�RSHUDWLRQ���(QWHU�WKH�QXPEHU�RI�KRSV�WKDW
DUH�QHHGHG�IRU�WKH�PXOWLFDVW�SDFNHWV�RQ�\RXU�QHWZRUN��SRVLWLYH�LQWHJHU����

,W�LV�KLJKO\�UHFRPPHQGHG�WKDW�DXWKHQWLFDWLRQ�EH�XVHG�LI�\RX�DUH�XVLQJ�173�LQ�EURDGFDVW�
PXOWLFDVW�PRGH���2WKHUZLVH�FOLHQWV�PD\�HDVLO\�EH�³VSRRIHG´�E\�D�IDNH�173
VHUYHU���<RX�FDQ�VSHFLI\�DQ�0'��NH\�QXPEHU�WKDW�WKH�7HPSXV�&QWS�ZLOO�XVH�LQ�LWV
EURDGFDVW�PXOWLFDVW�SDFNHWV���7KH�FOLHQWV�RQ�\RXU�QHWZRUN�PXVW�EH�FRQ¿JXUHG�WR�XVH�
WKH�VDPH�NH\�

:RXOG�\RX�OLNH�WR�VSHFLI\�DQ�0'��NH\�QXPEHU�WR�XVH�ZLWK
EURDGFDVW�PRGH"��>\@HV��>Q@R��\

(QWHU�WKH�0'��NH\�QXPEHU�WR�XVH�������������
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Basic This is the simplest, and will operate without MD5 authentication.  
NTP beginners should always perform this setup first.

MD5 This method is trickier only because MD5 keys must be set up and 
distributed accurately to the NTP clients in a secure way.  The Tempus 
Cntp is factory configured to authenticate its replies to NTP MD5 cli-
ents using its default set of  keys.

Broadcast/Multicast This method simplifies configuration of  the clients on large 
networks since specific server addresses need not be configured in each 
client’s /etc/ntp.conf file.  It can be configured either with or without 
MD5 authentication. However, it is highly recommended that authen-
tication be configured when using broadcast/multicast mode due to 
the relative ease with which a fake NTP server can take over the clock 
setting of  the broadcast/multicast clients on the network.

Basic NTP Client Setup
Basic setup is relatively simple, if:

• You have been able to successfully communicate with the Tempus Cntp on 
your network.

• You have installed NTP on your client computer.

Conþgure NTP
You must edit the ntp.conf file which QWSG, the NTP daemon, looks for by default in the 
the /etc directory.  Add this line to the ntp.conf  file:

server 192.168.1.245

This line tells QWSG  to use the NTP server at address 192.168.1.245 in addition to any 
other servers which might also be configured in the client’s ntp.conf file.

Re-start QWSG to have it begin using the Tempus Cntp server.  Use the NTP utility QWST 
to check that QWSG is able to communicate with the Tempus Cntp.  After issuing the 
command

QWST

you will see the QWST command prompt:

QWST!
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Use the command

SHHUV

to display the NTP peers which your computer is using.  One of  them should be the 
Tempus Cntp server which you have just configured.  You should verify that it is being 
‘reached’.  (You may have to continue issuing the peers command for a minute or two 
before you will see the ‘reach’ count increment.)  If  you have other peers configured, 
verify that the offset information for the Tempus Cntp server peer and your other peers 
is in agreement to within a few milliseconds, assuming that the other peers are synchro-
nized to that level of  accuracy.

It may also be useful to start the NTP daemon in ‘debug’ mode (QWSG  ±G) to confirm 
successful configuration.  Refer to the NTP documentation for detailed usage of  these 
debug utilities.

MD5 Authenticated NTP Client Setup
MD5 authenticated setup is relatively simple, if:

• You have been able to successfully communicate with the Tempus Cntp on 
your network.

• Your Tempus Cntp has been configured  to perform authentication either by 
factory default, or by running the QWSFRQ¿J shell script.  The example Tempus 
Cntp authentication configuration shown in Chapter 2 – Conþguring the Network 
Time Protocol will be assumed in the example configuration commands shown 
here.

• You have installed NTP on your client computer.

• You have successfully performed the Basic NTP Client Setup on your client com-
puter.

Create the ntp.keys þle
You must create a file named ntp.keys in the /etc directory.  It must be a copy of  the one 
residing in the /etc directory of  your Tempus Cntp.  You can WHOQHW into your Tempus 
Cntp and start an IWS session with your client computer to send the Tempus Cntp’s









To configure your Windows NT 4.0/2000 computer to use your Tempus Cntp, 
you must have successfully completed the Basic Installation procedures in Chapter 
2.  This manual is not a ‘How-To’ on installing and using NTP; basic approaches 

to NTP configuration for operation with the Tempus Cntp will be described here.  In-
stallation must be performed by a user with administrative priviledges on the system.  If  
you have never used NTP, then you should spend some time reading the on-line docu-
ments at:

http://www.ntp.org

Although all the information is available at the above site, the following are excellent 
tutorials on setting up NTP and are easier to understand:

http://www.sun.com/solutions/blueprints/0701/NTP.pdf

http://www.sun.com/solutions/blueprints/0801/NTPpt2.pdf

http://www.sun.com/solutions/blueprints/0901/NTPpt3.pdf

Many problems may also be solved by the helpful people who participate in the Internet 
news group devoted to NTP:  

news://your_news_server/comp.protocols.time.ntp

Three methods of  using the Tempus Cntp with NTP clients on Window NT 4.0 plat-
forms will be described:

Basic This is the simplest, and will operate without MD5 authentication.  
NTP beginners should always perform this setup first.

chapter4Setting Up NTP Clients on Windows NT 4.0/2000ENDRUN TECHNOLOGIES

2

7
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MD5 This method is trickier only because MD5 keys must be set up and 
distributed accurately to the NTP clients in a secure way.  The Tempus 
Cntp is factory configured to authenticate its replies to NTP MD5 cli-
ents using its default set of  keys.

Broadcast/Multicast This method simplifies configuration of  the clients on large 
networks since specific server addresses need not be configured in 
each client’s \winnt\system32\drivers\etc\ntp.conf file.  It can be config-
ured either with or without MD5 authentication. However, it is highly 
recommended that authentication be configured when using broadcast 
/multicast mode due to the relative ease with which a fake NTP server 
can take over the clock setting of  the broadcast/multicast clients on the 
network.

Basic NTP Client Setup
Basic setup is relatively simple, if:

• You have been able to successfully communicate with the Tempus Cntp on 
your network.

• You have installed NTP on your client computer.

Conþgure NTP
You must edit the ntp.conf file which QWSG�H[H, the NTP daemon, looks for by default 
in the the \winnt\system32\drivers\etc directory of  the boot partition.  If  your NTP instal-



QWST
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utility VFS, or use a text editor to create the equivalent file.  Although you should first 
test your setup using the factory default /etc/ntp.keys file in your Tempus Cntp server, 
you should create your own keys after you understand the process and have your clients 
operating correctly with the default file.  

IMPORTANT

Handling of  the /etc/ntp.keys file is the weak link in the MD5 authentication 
scheme.  It is very important that it is owned by “administrator” and not 
readable by anyone other than “administrator”. 

After transferring the file, make sure that it’s security properties are set 
such that it is readable only by the “administrator”.

Conþgure NTP
You must edit the ntp.conf file which QWSG�H[H, the NTP daemon, looks for by default 
in the the \winnt\system32\drivers\etc directory.  If  your NTP installation placed this file 
in a different place, you must find it and edit it.  Add these lines to the end of  the ntp.conf 
file:

keys \winnt\system32\drivers\etc\ntp.keys
trustedkey 1 2

Modify the line added previously in Basic NTP Client Setup so that authentication will be 
used with the Tempus Cntp server using one of  the trusted keys, in this case key # 1:

server 192.168.1.245 key 1

Re-start QWSG�H[H to have it begin using the Tempus Cntp server with MD5 authenti-
cation.  By default, the NTP installation program installs QWSG�H[H as a service called 
Network Time Protocol, and starts it.  You must use the Services utility in Control Panel 
to stop the Network Time Protocol service and then re-start it.

Use the NTP utility QWST�H[H to check that QWSG�H[H is able to communicate with 
the Tempus Cntp.  By default it is installed in the \Program Files\Network Time Protocol 
sub-directory of  your Windows NT partition.  From a console window, after issuing the 
command

QWST

you will see the QWST command prompt:

QWST!

Use the command
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SHHUV

to display the NTP peers which your computer is using.  One of  them should be the 
Tempus Cntp server which you have just configured.  You should verify that it is being 
‘reached’.  (You may have to continue issuing the peers command for a minute or two 
before you will see the ‘reach’ count increment.)

You can verify that authentication is being used by issuing the command

DVVRFLDWLRQV

to display the characteristics of  the client server associations.  In the “auth” column of  
the display, you should see “OK” for the row corresponding to the Tempus Cntp server.  
If  you see “bad”, you should wait a few minutes to be sure that there is a problem since 
“bad” is the initial state of  this setting.  If  the “bad” indication persists then you must 
check your configuration for errors.  Typically this is due to a typing error in creating 
the \winnt\system32\drivers\etc\ntp.keys
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Conþgure NTP
You must edit the ntp.conf file which QWSG�H[H
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This section describes the Tempus Cntp front-panel user interface which consists 
of  a graphic vacuum-fluorescent display (VFD) and keypad.  The keypad and 
display provide a convenient interface that allows the user to quickly check 

the operation of  the instrument and setup many control parameters.  If  desired, the 
Network Administrator can disable the keypad EDIT key to prevent unauthorized 
tampering with the instrument setup.  Even when disabled, all status and control 
parameters are available for reading only.

Display Description
The display consists of  a graphic 16 x 280 dot-matrix vacuum-fluorescent array. The 
VFD technology offers very readable, bright alphanumeric characters with variable 
font sizes.  Time information is readable at distances in excess of  15 feet.  The keypad 
consists of  an eight-key switch assembly designed to allow easy parameter selection and 
control.

NOTE

After power is applied, the front-panel display will remain blank for 
approximately 60 seconds while the Tempus Cntp is initializing.

Keypad Description
The front-panel keypad consists of  eight switch keys identified as follows:

 ENTER:  Select a menu item or load a parameter when editing.
BACK:  Return to previous display or abort an edit process.

 EDIT:  Edit the parameter currently in view.
 HELP:  Display context-sensitive help information.
 LEFT arrow:  Select a new item to the left.
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 RIGHT arrow:  Select a new item to the right.
 DOWN arrow:  Scroll through parameter values in edit displays or through 

help lines in help displays.  In all other displays this key has a secondary function 
where it will operate like the ENTER key to select menu items.

 UP arrow:  Scroll through parameter values in edit displays or through help 
lines in help displays.  In all other displays this key has a secondary function 
where it will operate like the BACK key to return to the previous display.

Display and Keypad Operation
The display is organized like the inverted tree structure shown below.

Time / Status 
     Display

Receiver        Clock          Display          Faults             Network                 NTP            Firmware            About

 Main Menu

System
 Fault
Status

Network
Address
 Setup

Program
Revision



Keypad EDIT Lockout
As a security feature, the Network Administrator can disable all editing processes 
done through the front-panel keypad.  This action should be performed to prevent 
unauthorized modification of  the instrument.  The lockout feature will prevent editing 
only, the displays are always available for viewing.  When the EDIT key has been disabled, 
the following message will display whenever a user attempts to edit a parameter.

            See Network Administrator.

            FRONT PANEL KEYPAD DISABLED

Using Help
Press HELP at any time to read the context-sensitive help messages.  Most Help 
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12 : 59 : 45 U
T
C Stratum-  1 Sys Stat- OK

Jul 15, 2003 Receiver- Locked

Time-of-Day:  The large numeric digits shown on the left side of  the display indicate the 
current time-of-day.  

Time Mode:  The indicator next to the time digits identifies the time mode as being 
UTC, GPS or LOC (for local time).  If  the user selects local time in the 12-hour mode, 
an AM or PM indicator will appear instead of  LOC.

Date:  Current month, day and year.

Stratum:  The stratum field has three possible values:

 Stratum 1:   The server is fully synchronized and accurate.
 Stratum 11: The server is synchronized to its local CPU clock with
   undependable accuracy.  NTP clients will not use a 
   Stratum 11 server.
 Stratum 16: The server is unsynchronized.
     NTP clients will not use a Stratum 16 server.

Receiver Status:  CDMA receiver status as follows:

 Acquire:  Searching for a signal.
 Detect:  A signal is detected.
 Locking:  Locking to the PN Code (spread-spectrum of  carrier).
 Tracking:  Locking to the carrier.
 Locked:  Synchronized to signal.

System Status:  Indicates either OK or flashing FAULT.  A fault status indicates that one 
or more of  the built-in fault checking processes has detected an error condition.  See 
Faults section for more information.

Main Menu
Press ENTER from the Time/Status display to select the Main Menu display.  The 
Main Menu provides access to the following items:  Receiver Menu, Clock Menu, 
Display, Faults, Network, NTP Menu, Firmware, and About.  To select one of  these 
items use the  RIGHT and LEFT keys to highlight it.  Then push ENTER to select the 
highlighted item.  These displays are described in detail below.
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Main Menu

Receiver        Clock         Display         Faults  

MORE ->

Receiver Menu
The Receiver Menu provides access to the receiver status and oscillator status displays 
described below.  These are status displays only and cannot be edited.

Receiver Status
This display provides information associated with the operation of  the CDMA receiver.  
Press DOWN to scroll through all the information.
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SNR:  The signal-to-noise ratio is an indicator of  the CDMA signal quality.  This number 
must typically be greater than 2.5 for the instrument to lock.

AGC:  This is the automatic gain control DAC byte, 0 to 255, with larger numbers 
implying higher RF gain.  With good signal conditions this value is typically 150 to 220.

Channel:  This is the CDMA frequency channel being used.  The channel can be primary  
A, primary B, secondary A or secondary B.

PNO:  This is the pseudonoise offset, 0 to 511 in units of  64 pseudonoise code chips.  
Each base station in an area has a different PNO.

Oscillator Status
This display provides the oscillator time base status and type.  The oscillator control 
setting (DAC) value indicates the frequency control setting.  The system automatically 
sets this value to remove frequency errors.  Values may range from 0 to 65,535.  Values 
less than 10,000 or greater than 55,000 will set the DAC fault flag that will appear in the 
fault status display.  The Time/Status display will also indicate a fault condition.

The oscillator type indicates the oscillator that is installed.  Possible oscillator types are:

 Temperature-compensated crystal oscillator (TCXO) 
 Medium-stability oven oscillator (MS-OCXO)
 High-stability oven oscillator (HS-OCXO)
 Rubidium oscillator (Rb)

Clock Menu
The Clock Menu display provides access to the parameters related to timekeeping.  These 
are Time Mode, Local Offset, Hours Format, Leap Seconds, and Daylight Savings Time 
(DST).  These displays are all described below.  

Time Mode
Time mode defines the time format used for the front-panel time display and, if  installed, 





E N D R U N  T E C H N O L O G I E S

Tempus Cntp Userõs Manual                           42 43                           Tempus Cntp Userõs Manual

E N D R U N  T E C H N O L O G I E S

is asserted it will be followed by a flashing indicator.  Otherwise the fault condition 
is followed by an “ok” indicator.  The fault display and various fault conditions are 
described below:

                        POLL   - ok     LO  - ok     PLL  - ok

FAULTS   FLASH - ok   FPGA - ok    SIG - ok     DAC - ok

FLASH - FLASH Write Fault This fault indicates that the microprocessor was unable 
to verify a write to the FLASH non-volatile parameter 
storage area.  This should not ever occur under normal 
operation.  This fault would cause erratic operation 
at the next power cycling since important parameters 
could be corrupt.  The unit should be returned to the 
factory for repair. 

FPGA - FPGA Confi�쀀t
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POLL - No Polling Events This fault indicates that the CDMA timing subsystem is 
not receiving polling request from the NTP subsystem.  
This could be due to a hardware or software failure.  
If  the condition persists after cycling the power to the 
unit, this is a fatal fault and the unit should be returned 
to the factory for repair.

LO - Local Oscillator Failure This fault indicates that the Local Oscillator Phase 
Locked Loop (PLL) synthesizer has failed.  This 
condition should not normally occur unless the unit 
is subjected to out-of-specification environmental 
conditions.  This is a fatal fault and the unit should be 
returned to the factory for repair.

PLL - Local Osc. PLL Fault This fault indicates that the Local Oscillator Phase 
Locked Loop (PLL) synthesizer is unlocked.  This 
condition should not normally occur unless the unit 
is subjected to out-of-specification environmental 
conditions.  Otherwise, this would be a fatal fault and 
the unit should be returned to the factory for repair.

Network
This display provides the ability to view and modify the network settings.  The 
parameters include Dynamic Host Configuration Protocol (DHCP), IP address, 
gateway and netmask settings.  Enable DHCP to allow automatic system configuration 
of  the network interface.  When DHCP is disabled the user must provide address 
information.

Gateway  192.168.1.241       Netmask  255.255.255.248

DHCP - Disabled                   IP addr    192.168.1.245

NTP Menu
The NTP Menu provides access to the NTP Status and NTP Setup displays described 
below:

NTP Status
This display provides information associated with the NTP subsystem.
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Address - 124.101.02.001               Trusted key # 1

NTP BROADCAST MODE  -  Enabled

This display provides the user with a convenient means of  checking the current 
configuration and allows limited setup.  You may also perform a more complete 
broadcast/multicast configuration via a WHOQHW� or VVK session or the local RS-232 
console using the QWSFRQ¿J utility.  This utility provides a more secure means of  setup 
and is more complete.  It will allow you to create keys and identify trusted keys.

The display will indicate that the unit is either in broadcast, multicast or disabled.  It 
allows broadcast or multicast configuration with selection of  the broadcast address, 
multicast time-to-live (TTL) and trusted key for MD5 authentication.  The broadcast/
multicast configuration may also be disabled.

 Broadcast mode: In this mode the broadcast address is displayed.  If  
    MD5 authentication is selected the trusted key
    number will also be displayed.  

 Multicast Mode: The multicast address must be 224.0.1.1.  The TTL
     value is the number of  router hops that
     multicast traffic is permitted to pass through before
    expiring on the network.  Multicast may also use MD5
     authentication.  If  selected, the trusted key number
     will also be displayed.

Press EDIT to change the broadcast/multicast settings.  Each of  the edit windows 
has help information available to guide you through the setup process.  Note that 
changing the NTP multicast/broadcast settings does not take effect until the system 
reboots. The new parameters are loaded to the ntp.conf  file in the /boot/etc/



E N D R U N  T E C H N O L O G I E S

Tempus Cntp Userõs Manual                           46

Shortcut Menu
The Shortcut Menu allows the user quick access to particular displays from the Time/
Status display.  The displays available through the Shortcut Menu are the Receiver Status 
display, the Faults display, and the NTP Status display.  While viewing the Time/Status 
display press ENTER for one second to select the Shortcut Menu.



T

http://www.linuxdoc.org


Available User Commands

COMMAND FUNCTION

accessconfig Interactive shell script that guides the user in configuring 
WHOQHW�� VVK and VQPSG access to the Tempus Cntp that 
is limited to specific hosts.  The resulting /etc/hosts.allow and 
/etc/hosts.deny files are saved to the non-volatile FLASH disk.  
Factory default configuration allows access by all hosts.

cdmaleapconfig Guides the user in configuring the way in which UTC 
leap seconds are handled:  either automatically via CDMA 
basestation transmissions or by user-entered current and 
future leap second parameters.

cdmaleapmode Prints the current CDMA leap second mode of  operation, 
either automatic or user-entered.  If  user-entered, prints the 
current and future leap second values.

cdmastat Prints the CDMA subsystem status information to the 
console.

cdmaversion Prints the CDMA firmware and FPGA version information 
to the console.

cntpenableupgrade Enables a firmware upgrade by mounting the FLASH disk 
partitions that hold compressed root file system images.

cntphwaddr Prints the ethernet hardware address, if  the ethernet has been 
configured.

cntposctype Prints the installed oscillator type, which is one of:  TCXO, 
DIP-OCXO, MS-OCXO, HS-OCXO or Rubidium.

cntppasswd Allows the root user to change the password for the two con-
figured users on the Tempus Cntp:  cntpuser and root.  This 
script calls the standard Linux SDVVZG binary and then saves 
the resulting /etc/shadow file to the non-volatile FLASH disk.

cntprootfs Prints the current root file system image, either 0 (factory 
default) or 1 (field upgrade) which is running in the Tempus 
Cntp to the console.

cntpstat Parses the output of  QWST�±F�SHHUV to obtain the system 
peer status of  the NTP CDMA reference clock.  It also 
retrieves the current reference clock polling status data and 
prints it to the console.
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cntptimemode Prints the time mode settings in effect for any optional time-
code output or front-panel vacuum-fluorescent display.

cntptimemodeconfig
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Usage:
 Set:    DFFHVVFRQ¿J

Tempus Cntp response: Interactive shell script is started.

cdmaleapconþg  
This command starts an interactive shell script that will guide the root user in configuring 
the way that UTC leap seconds are applied.  Although the CDMA system provides an 
automatic mechanism for disseminating UTC leap second information to the mobile 
units, it may not be precise enough for many Tempus Cntp users.  If  you need your 
Tempus Cntp to precisely handle any UTC leap seond insertions at midnight on June 
30th or January 31st (the times that leap seconds are inserted), then you should consider 
configuring your Tempus Cntp to operate in the user-entered leap second mode.

In the user-entered leap second mode, you must provide the current and future leap 
second values.  The interactive script is very detailed in explaining how these values 
are obtained and used.  There is also more information in Appendix D.  The EndRun 
Technologies’ website maintains a page devoted to notifying users of  the appropriate 
current and future leap second values at:
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be due to a variety of  reasons.  If  there are no other 
faults that could explain the inability to receive a signal, 
then there could be a base station outage or antenna 
blockage.  If  the condition persists indefinitely, the unit 
may need to be returned to the factory for repair.

FPGA Config Fault This bit indicates that the microprocessor was unable 
to configure the FPGA.  This would be a fatal fault and 
the unit should be returned to the factory for repair .

FLASH Write Fault This bit indicates that the microprocessor was unable 
to verify a write to the FLASH non-volatile parameter 
storage area.  This should not ever occur under normal 
operation.  This fault would cause erratic operation 
at the next power cycling since important parameters 
could be corrupt.  The unit should be returned to the 
factory for repair. 

Local Oscillator PLL Fault This bit indicates that the Local Oscillator Phase 
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Query:    FGPDVWDW

Tempus Cntp response: 
/2&.('�7)20� �����������������������������������������������������������������$

cdmaversion
This command displays the firmware and hardware versions of  the CDMA subsystem.

Usage:
Query:    FGPDYHUVLRQ

Tempus Cntp response: 
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kplockstat
This command prints out the status, either locked or unlocked, of  the front-panel key-
pad EDIT key.  When the EDIT key is LOCKED, it prevents unauthorized tampering 
with the unit.  All other keys are still enabled so you may continue to read all the status 
and current settings of  the Tempus Cntp.  Also refer to the ORFNRXWNS and XQORFNNS 
commands.

Usage:
Set:    NSORFNVWDW

Tempus Cntp response: 







Your Tempus Cntp incorporates several important security features to prevent 
unauthorized tampering with its operation.  Many of  these are standard multi-
ple-user access control features of  the underlying Linux operating system which 

controls the Tempus Cntp.  Others are provided by the additional protocol servers se-
lected for inclusion in your Tempus Cntp, and the way that they are configured.

Secure user authentication and session privacy while performing routine monitoring and 
maintenance tasks are provided by the OpenSSH implementations of  the “secure shell” 
daemon, VVKG and its companion “secure copy” utility, VFS.  The UCD-SNMP imple-
mentation of  the Simple Network Management Protocol (SNMP) daemon, VQPSG 
conforms to the latest Internet standard, known as SNMPv3, which also supports se-
cure user authentication and session privacy.  In addition, the Network Time Protocol 
daemon, QWSG supports client-server authentication security measures to deter spoofing 
of  NTP clients by rogue NTP servers.  This appendix describes these security measures 
and gives the advanced network administrator information that will allow custom con-
figuration to fit specific security needs.

Linux Operating System
The embedded Linux operating system running in the Tempus Cntp is based on kernel 
version 2.2.13 and version 7 of  the Slackware Linux distribution.  As such it supports a 
complete set of  security provisions:

• System passwords are kept in an encrypted file, /etc/shadow which is not accessible 
by users other than root.

• Direct root logins are only permitted on the local RS-232 console or via SSH

• The secure copy utility, VFS eliminates the need to use the insecure IWS protocol for 
transferring program updates to the Tempus Cntp

ENDRUN TECHNOLOGIES

ǵ





http://www.openssh.com


http://www.ntp.org




CAUTION

Some browsers will automatically unzip the gzip file when downloading 
from the website.  Please make sure that the gzip file is less than 3M in 
size before proceeding.  Upgrading the partition with a too-large file size 
can cause serious problems and the unit may have to be returned to the 
factory for repair.

To perform the upgrade, log in as the root user to the Tempus Cntp using the local con-
sole serial I/O port, WHOQHW or VVK and perform these operations:

First enable the upgrade partition by issuing this command at the shell prompt:

FQWSHQDEOHXSJUDGH

This command will mount the FLASH disk root file system partitions.  Now change the 
working directory to the upgrade partition:

FG��URRWIVB�

Now remove any previously installed root file system image that may be on the upgrade 
partition:

UP��URRWIVB��
�J]

If  you are using IWS to perform the upgrade, transfer the previously downloaded file 
using binary transfer mode from the remote host to the working directory, /rootfs_1 us-
ing FTP (substitute the name of  the root file system image that you are installing for 
rootfsupgrade.gz):



Update the LILO configuration by executing this shell script (substitute the name of  the 
root file system image that your are installing for rootfsupgrade.gz):

�ERRW�XSGDWHOLOR���URRWIVXSJUDGH�J]

You should see these lines displayed if  the update is successful:

$GGHG�7HPSXV&QWSB�
$GGHG�7HPSXV&QWSB��


8QPRXQWLQJ�URRW�¿OH�V\VWHP�SDUWLWLRQV�QRZ���5XQ�FQWSHQDEOHXSJUDGH
DJDLQ�WR�UHPRXQW�WKHP��VKRXOG�\RX�QHHG�WR�UH�UXQ�XSGDWHOLOR�

The trailing asterisk following the second line indicates that the LILO configuration file 
is set to default to the new TempusCntp_1 root file system that you just installed on 
/rootfs_1.  Now reboot the system by issuing this command at the shell prompt:

VKXWGRZQ�±U�QRZ

Wait about 30 seconds for the system to shutdown and re-boot.  Then log in to the Tem-
pus Cntp using WHOQHW�or�VVK.  If  all has gone well, you should be able to log in the 
usual way.  After you have entered your password, the system message will be displayed.  
You should notice that it now indicates the software version and date of  the upgrade 
that you previously downloaded.  You can also check this at any time by issuing

FQWSYHUVLRQ

which will cause the system message to be re-displayed.

You can also check to see which root file system image the system is currently booted 
under by issuing this command at the shell prompt:

FQWSURRWIV

Which should cause this to be printed to the console:

%227B,0$*( 7HPSXV&QWSB�

If  so, and your unit seems to be operating normally, you have successfully completed the 
upgrade.  If  your unit does not boot up successfully, and you are not able to WHOQHW or 
VVK into the system after 30 seconds, then there has been some kind of  problem with 
the upgrade.  It is possible that the file downloaded was corrupt or that you forgot to 
set your FTP download file mode to binary when downloading the file--either from the 
EndRun Technologies website or when transferring it to the Tempus Cntp.
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Recovering from a Failed Upgrade
To restore your Tempus Cntp to a bootable state using the factory root file system, you 
must use the serial I/O port and re-boot the Tempus Cntp by cycling the power.  Re-
fer to Chapter 1 – Connect the Serial I/O Port and Test the Serial I/O Port for setup details.  
When you have connected your terminal to the serial I/O port, apply power to the 
Tempus Cntp.

Pay close attention to the terminal window while the unit is re-booting.  When the LILO 
prompt is displayed, you must press the ESC key once on your keyboard within five sec-
onds to let LILO know that you are going to enter the name of  a root file system label 
that it should boot in place of  the default.  Now type

7HPSXV&QWSB�

This tells LILO to boot the factory root file system.  Now watch the rest of  the boot 
process to make sure that you have successfully recovered from the failed upgrade.  If  
the system boots normally, then you should resolve the problems with the previous 
upgrade and re-perform it.

Performing the CDMA Upgrade
To perform this upgrade, log in as the root user to the Tempus Cntp using either the local 
console serial I/O port, WHOQHW or VVK and perform these operations:

Change the working directory to the /tmp directory:

FG��WPS

If  you are using IWS to perform the upgrade, transfer the previously downloaded file us-
ing binary transfer mode from the remote host to the working directory, /tmp (substitute 
the name of  the CDMA subsystem image that your are installing for cdmaupgrade.bin):

IWS�remote_host {perform ftp login on remote host}
ELQ� � � {set transfer mode to binary}
JHW�cdmaupgrade.bin {transfer the file}
TXLW            {close the ftp session after the transfer }

If  you are using VVK, you may open another command window on the remote computer 
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Your Tempus Cntp includes the University of  California at Davis (UCD)-
SNMP version 4.2.5 implementation of  a SNMP agent, VQPSG and a SNMP 
notification/trap generation utility, VQPSWUDS.  It supports all versions of  the 

protocol in use today:  SNMPv1 (the original Internet standard), SNMPv2c (never 
reached standard status, often called “community SNMP”) and SNMPv3 (the latest 
Internet standard).  

The UCD-SNMP project has its roots in the Carnegie-Mellon University SNMP 
implementation.  For more detailed information about the UCD-SNMP project and to 
obtain management software and detailed configuration information, you can visit this 
website:

http://www.net-snmp.org

An excellent book which describes operation and configuration of  various SNMP 
managers and agents, including the UCD-SNMP implementations, is available from 
O’Reilley & Associates:

Essential SNMP, Mauro & Schmidt, O’Reilley & Associates, 2001

If  you are planning to operate with SNMPv3, it is highly recommended that you make 
use of  both of  these resources to familiarize yourself  with the agent configuration con-
cepts.

SNMPv3 Security
Prior to SNMPv3, SNMP had definite security inadequacies due to using two commu-
nity names in a manner analogous to passwords that were transmitted over the network 
as clear text.  In addition, since no mechanism existed for authenticating or encrypting 
session data, any number of  man-in-the-middle data corruption/replacement exploits 
were possible in addition to plain old snooping to learn the community names.  SNMPv3 

http://www.net-snmp.org


implements the User-based Security Model (USM) defined in RFC-2274 which employs 
modern cryptographic technologies to both authenticate multiple users and to encrypt 
their session data for privacy, much in the same way that SSH does for remote login shell 
users.

In addition, it implements the View-based Access Control Model (VACM) defined in 
RFC-2275.  This RFC defines mechanisms for limiting the access of  multiple users 
having various security levels (no authentication, authentication or authentication plus 
privacy) to specific “views” of  the Structure of  Management Information (SMI) object 
tree.   

Enterprise Management Information Base (MIB)
In addition to providing the SNMP variables contained in MIB-II as described in RFC-
1213, EndRun Technologies has implemented an enterprise MIB using the syntax of  
the SMI version 2 (SMIv2) as described in RFC-2578:

TEMPUS-MIB

Which is located on your Tempus Cntp in this ASCII file:

/usr/local/share/snmp/mibs/TEMPUS-MIB.txt 

In addition to a complete set of  NTP and CDMA status objects, the MIB defines four 
SMIv2 notification objects:

• NTP Leap Indicator Bits status change

• NTP Stratum change

• CDMA Fault Status change

• CDMA Time Figure of  Merit change

Invocation of the SNMP daemon
The SNMP daemon, VQPSG is started from the /etc/rc.d/rc.local system start-up script 
with this line:

VQPSG�±V�±F��HWF�VQPSG�FRQI

By default, it will listen on port 161 for SNMP queries from the network management 
system.  If  yyyk =rkt,fy倀o>�ՐktȀpDc�ystt 
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Conþguring SNMPv2c Notiþcations and Informs
To have your Tempus Cntp send SNMPv2c notifications (SMIv2, RFC-2578) or in-
forms, you must configure the communities and destinations by uncommenting and 
editing one or both of  these lines in /etc/snmpd.conf: 

trap2sink    xxx.xxx.xxx.xxx trap2community trap2port  

informsink   xxx.xxx.xxx.xxx informcommunity informport

where trap2community and informcommunity should be replaced by your communi-
ties, and xxx.xxx.xxx.xxx is the IP address or hostname of  the destination host for 
receiving the notifications or informs generated by the Tempus Cntp.  By default, the 
v2c trap or inform will be sent to port 162.  You may optionally add another parameter, 
trap2port or informport to the ends of  the above lines to override the default port 
setting.  Otherwise leave it blank.

Note:  Though the agent will recognize multiple trap2sink or informsink lines within 
/etc/snmpd.conf  and send the generic SNMP coldStart or authenticationFailure notifi-
cations and informs to each destination, the enterprise notification/inform genera-
tion mechanism of  the Tempus Cntp will only send a notification to the last declared 
trap2sink�and an inform to the last declared informsink in the file. 

IMPORTANT

After editing /etc/snmpd.conf, you must copy it to the /boot/etc directory and 
re-boot the system.  It is very important to retain the access mode for the 
file (i.e. readable only by root), so be sure to use FS�±S when performing 
the copy.  During the boot process, the files contained in the /boot/etc 
directory are copied to the working /etc directory on the system RAM disk.  
In this way the factory defaults are over written. 

Configuration of SNMPv3
If  you are planning to use SNMPv3, you should definitely make use of  the two re-
sources mentioned previously (UCD-SNMP website and Essential SNMP) and study 











Your Tempus Cntp incorporates a lithium battery on its IBM-PC compatible sin-
gle board computer subsystem component.  This battery is not user servicable 
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Linux Maintenance Console:
RS-232 serial I/O on rear panel DB9M jack for secure, local terminal access.  Parameters 
fixed at 19200 baud, 8 data bits, no parity, 1 stop bit.  For communication with another 
computer, 2 meter DB9F—DB9F null modem adapter cable is included.

NTP Client Synchronization Accuracy:
Network factors can limit NTP client synchronization accuracy to .5-2 ms, typical.  
Timestamping accuracy is maintained to less than 100 us while processing hundreds of  
NTP packets per second.

Supported Protocols:
• SNTP, NTP v2, v3, v4 and broadcast/multicast mode; MD5 authentication
• SSH server with “secure copy” utility, SCP (Open SSH version 3.4p1)
• SNMP v1, v2c, v3 with Enterprise MIB
• MD5 authentication
• TIME and DAYTIME server
• TELNET client/server
• FTP client
• DHCP client

Power:
• 85-270 VAC, 47-63 Hz, .5 A Max. @ 120 VAC, .25 A Max. @ 240 VAC
• 110-370 VDC, 0.5A Max @ 120 VDC
• 3-Pin IEC 320 on rear panel, 2 meter line cord is included.

DC Power (option):
• 40-60 Vdc, 1.5A maximum.
• 3-position terminal block on rear panel: +DC IN, SAFETY GROUND, -DC IN
 (Floating power input: Either “+” or “-” can be connected to earth ground.)

Optional Timing Outputs (rear panel BNC jacks):
• 1 PPS:  1 ms wide, positive TTL pulse @ 50Ω.

Accuracy:  < 10 microseconds to UTC when locked, typical.  Range to base station 
may degrade this in fringe area applications, due to increased propagation delay.

  Stability:  TDEV < 50 ns, τ < 104 seconds.
• Time Code:  1 Vrms @ 50Ω.

Format:  IRIG-B122
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Supplementary Compliance Data:
• Safety: EN 60950;1992, A1,A2: 1993, A3: 1995, A4: 1997, A11:1998
• EMC: EN 55024 (1998), EN61000-3-2 (1995 w/A1 & A2:98),

EN61000-3-3 (1995 w/A1:98), EN55022 (1998 w/A1:00) Class A,
VCCI (April 2000) Class A, CISPR 22 (1997) Class A,
FCC Part 15 Subpart B Section 15.109 Class A,
ICES-003 Class A (ANSI C63.4 1992),
AS/NZS 3548 (w/A1 & A2: 97) Class A
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