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NETWORK SECURITY BULLETIN

NSB# 240228
February 28, 2024

Issue: February 28, 2024 Vulnerability Announcements from OpenSSL Software Foundation
The OpenSSL Software Foundation Announced:

May 2, 2022: CVE-2022-1292: The c_rehash script allows command injection
June 21, 2022: CVE-2022-2068: The c_rehash script allows command injection

Details can be found here::
OpenSSL Security Advisories: CVE-2022-1292, CVE-2022-2068

EndRun Technologies Product Impact Statement:
All EndRun products are not affected by these vulnerabilities.

As always, use best practices to keep your time server secure as described here:
Best Practices to Secure Your Time Server

EndRun Technologies Products and Vulnerability:

Sonoma Network Time Server
Tycho Il Precision TimeBase


https://www.openssl.org/news/secadv/20220503.txt
https://www.openssl.org/news/secadv/20220621.txt
http://www.endruntechnologies.com/pdf/AppNoteSecurity.pdf
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